~ ITpunoxenne Nel
K [Ipuxazy Ne 7/ ot «d» 25  2020r.

Pexomenpanun OO0 MKK «KB [lensru Jloaam» no 3amure
HHGOPMANAH B HEIIX NPOTHBOAeHCTBHA He3aKOHHBIM GHHAHCOBBIM ONlepPAIHAM.

1. 000 MKK «KB Jlenbru JIrogsm» B pamkax codmopaenus Tpedosanuii [lomoxernus banaka
Poccun ot 17.04.2019 No 684-I1 «llonmoxenms 00 ycTaHOBIEHHH OO0S3aTENBHBIX IS
HEKPEIUTHBIX (PHHAHCOBBIX OpraHu3anuil TpeboBaHMi K 00ECIICUCHHIO 3aIUTH MHQOPMAIHMH
IIPH OCYIIECTBICHHH AEATEIbHOCTH B cepe (HHAHCOBHIX PHIHKOB B LEIIIX IPOTHBOJEHCTBHS
OCYIIECTBICHHIO HE3aKOHHBIX (DMHAHCOBBIX ONEpalMi»  yBEJAOMIISET CBOHX KIHMEHTOB
HCIONB3YIOMMX — ABTOMATH3HPOBAHHBIE CHCTEMBI IS IIOJTy4eHHs, MOArOTOBKH, 00paboTKH,
nepesavd ¥ XpaHeHHs HH(QOpPMAIlK B 3IEKTPOHHOH (GOpME O BO3MOKHBIX PHCKAX MOIyIeHUs
HECAHKI[MOHHPOBAHHOTO JOCTyma K HMH(OPMAlHH, C LENBI0 OCYIIECTBICHHS (GHHAHCOBBIX
omepaunnil JHUaMH, He 00JaJaloMAME IIPaBOM HMX OCYIIECTBICHHS, B TOM YHCIE IPH yTpaTe
(moTepe, XHINEHHH) KIMEHTOM YCTPOMCTBA, ¢ HCIONB30BAHMEM KOTOPOTO MM COBEPIIATHCH
JNEeWCTBHA B MeNIX OCYIIeCTBIeHHS (UHAHCOBOM oIepandd H HEOOXOIMMOCTH 3alIHTHI
uadopManuE OT BO3AEHCTBHA IIPOrPAMMHBIX KOJIOB, NPHBONAIIAX K HAPYIICHHUEO IITATHOTO
(G YHKIMOHUPOBAHKSA CPENCTBA BEIYHUCIATENBHOH TEXHMKH, CBOEBPEMEHHOMY OOHAPYKEHUIO
BO3ZEHCTBUA BPEOHOCHOIO KOJIa.

2. B memAx IpemoTBpalleHHs HECAHKIIMOHMPOBAHHOTO JOCTYNa K HEpopmamun u
HapyIIEHHS IITATHOro ()yHKIMOHIPOBAHKS Cpe/cTBa BerarcuTensHol Texuukn 000 MKK «KB
Heusru JIxoasaM» peKOMEHAYET CIeAyIOIHEe MePhl 3AUIHThI

2.1. B nejsix 3amuThl MOOMIBHBIX YCTPOHCTB:

»  CBOEBPEMEHHO yCTaHABIHBANTE OOHOBIEHHS 6€30IIACHOCTH ONEPAIIHOHHON CHCTEMEL;

* Jlpu HaTMYHK TEXHUYECKON BO3MOXXHOCTH BKIIOYHTE MH(POBaHHE NAaHHBIX Ha CBOEM
MOOHIIEHOM YCTPONCTBE;

» He orxmodaliTe W He B3JaMbIBaiiTe BCTPOCHHBIE MEXaHH3MbI 0€30IaCHOCTH BaIlero
MOOGHIIBHOTO YCTPONCTBA;

= CoxpaHaiite B TafiHe Bamm wuMs IONB30BaTeNs (JIOTHH), Hapoinb UL AOCTYNa B
undopmarmonnsie cucreMsl # CMC-kopl. He coobmaiite 3Td JaHHBIE HAKOMY;

" VyeTHBIE 3aIIMCH ONEPAIMOHHOM CHCTEMEI TOKHBI OBITh 3aIUINECHE! MTAPOJISIMH;

= He xpaHuTeE JIOTHH U MAPOJb B MOOKUIIBHOM TeledoHe, cMapTdhoHe;

= PeryisipHO IPOU3BOJUTE CMEHY IAPOJIEH;

= He HCIonb3yHTe OJMHAKOBEIE JOTHH M Iapoib I JOCTYINA K Pa3IHIHEIM CHCTEMAaM;

» JlmiHa maposis JoJDKHA OBITH He MeHee 8 CHMBOJIOB;

= B mapore 00s3aTeIbHO JOJDKHEI IPHCYTCTBOBATE 3arfIaBHEIE H NPONHCHBIE CHMBOJIEL
nuGPEL, a TAKXKe CreluaIbHble CHMBOJEL, HaIpHMeD, #, %, ~, * U T.1L.;

= He mcnons3yiTe QYHKIHIO 3aIIOMHHaHKA JIOTHHA ¥ [IapOJIs;

* B kadecTBe Iapois HE CIEAYeT HCION30BaTh HM, (GaMHIIHIO, CHb POXKICHUS U NPYTHE
maMATHEIE [aThl, HOMep TelnedoHa, aBTOMOOMIIA, anpeC MECTOXKUTENBCTBA M IpYyTHe
IaHHEIE, KOTOpEIE MOrYT OBITH MOZOOpPAHEl 3MOYMBILUICHHUKOM ITyT€M aHAaIH3a
HHGOpPMAIHH O IONE30BaTENIE;

= He mnpou3HOCHTE BCIyX, HE 3alUCHIBAHTE M HE XpaHWUTE B mo00M  IOCTYITHOM
IIOCTOPOHHMM JIMIIAM MECTE I1apOJIH.



2.2. B neasx 3amMThI DEPCOHAIBHBIX KOMILITEPOB:

HCIIONB3YHTE TONBKO JHIEH3MOHHOE CHCTEMHOE H IIPHUKIAJHOE IPOrpaMMHOE
ofecrieuyeHue;

YCTaHOBHTE Ha KOMITBIOTEP TOJIBKO OJHY OIEPAIIHOHHYIO CHCTEMY;

HE YCTaHABIMBAWTE H HE HCIOIB3YHTE HA KOMIILIOTEPE IPOrpaMMEI I
yIAIEHHOr0 YIIpaBaeHus, HanpuMep Team Viewe;

YCTAQHOBHUTE M PEryJIPHO OOHOBISHTE aHTHBUPYCHBIE IPOIPaMMbI (HaIpHMeD,
Kaspersky, Dr.Web, Symantec, Avira, ESET, NOD 32, McAfee).

CBOEBPEMEHHO  MpoOBOJMTE OOHOBIGHHE CHCTEMHOTO H  IIPHUKIAJHOIO
IIPOrpaMMHOTO 00eCTIeYeHus;

IUISL MOCTyma K MHGOPMamHOHHEIM CHCTEMaM He HCIONb3yiTe oOImenocTymHbIe
KOMIIBIOTEPEl (HApUMep, YCTAHOBIEHHBIE B MHTEpHET-Kade, TOCTHHHIE),
ny6mransle GecpoBonable cety (Oecrutatasid Wi-Fi u npouee);

OpH Iepefade MHGOpPMAIMM C HCIOJIb30BAHMEM YYXKHMX KOMIBIOTEPOB, IOCIE
3aBEpIIEHHsT BCEX OIepaluii yOeauTech, 4TO IEPCOHANbHBIC JAHHEIE H Apyras
uH(pOpMaIUs He COXPaHHUIHCE;

HE IepelaBaiiTe [EPCOHANBHBIX JAHHBIX W WHOH KOH(QHACHIMAILHON
AHGOPMAIME [P MONYYSHHH ITMCEM II0 3JIEKTPOHHOM MOodYTe OT SKOOEI
npencrapuTenell 0aHKOB M WHBIX (DMHAHCOBBIX OpraHU3ALMH, €CIIH IOIyYeHHE
TaKuX MHCEM MHHIUHPOBaHO He Bamu;

HE IIEPEXOMUTE IO CCBUIKAM B TaKHX ITHCbMaX, HE OTKPHIBAWTE BIIOKEHHEBIE
MOPUIOKEHNS (Takue Pecypchl MOTYT COJEP:KaTh BPENOHOCHOE IIPOrpaMMHOE
obecriegenue);

B cioyyae OOHapyeHHS IONO3PHUTENBHBIX [NEHCTBHH, COBEPUIEHHEIX B
KOMIBIOTEPE, He3aMeTHTENEHO CMEHHTE JIOTHH U [1apOJlb;

npy OOHAPYKEHWH COBEpIICHHS HE3aKOHHBIX (MHAHCOBEIX ONEpalyi —
He3aMeIIUTEIBHO MoaiTe 3asBlIeHUE O JaHHOM (akTe B IPaBOOXPAHUTEIILHEIC
OpraHsl ¥ COXpaHUTE 0Ka3aTeIbCTBa JaHHOTO (DaKTa B yCTPOHCTRE,

nps paboTe ¢ HHBIMH HOCHTENIMHM HHGOpMAIMM Iepel HadaloM paboTEHl
OCYIIECTBISATE HX IIPOBEPKY Ha IIPeAMET OTCYTCTBHSA KOMIBIOTEPHEIX BUPYCOB.

2.3. B nensx 3amuThl HH(pOpMamHH OT BO3JEHCTBHA IPOrpaMMHBIX KO/I0B,
NpPHBOASIMX K  HApyIDIeHHI0 IITaTHOro (QYHKNMOHHPOBAHHSA  CPeACTBa
BLIYUCIUTEIbHON TeXHHKH:

OOHOBIIAATE aHTHBHPYCHBIE IIPOrPaMMEI Ha TOCTOSHHOM OCHOBE;

OCYIIECTBISHTE pETyISpHBI KOHTPONE paboTOCHOCOOHOCTH aHTHBHMPYCHBIX
[IpoOrpaMmM;

cosmalite YCIOBHS, TIPpH KOTOPBIX HEBO3MOKHO HECAHKIHOHMPOBAHHOE
OTKJIIOYEHHS CPE/ICTB aHTUBHUPYCHOH 3alUTHI;

aHTHBHpYCHAsS 3allMTa JODKHAa oOecmeduBaTh COXpaHEeHHe Oe30IacHoro
COCTOSTHHS HH(GOPMAIIHH IPH JTIOOBIX cO05X;

BBIHECHTE HAPILIK I 3aMycKa aHTHBHPYCHOM IporpaMMbl Ha pabouumii CTOIN
IEPCOHATBHOrO KOMIBIOTEPA ¥ UCIIOIB3YHTE €r0 PEryJIApHO.

PykoBoauTe b 0TAENa HHOOPMAIIMOHHOH 6e30I1acHOCTH
000 MKK «KB [lensru Jlrogam» Xapnamos U.C.



